
Secure supply chain management 
solutions, from ground to cloud  
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Look around. Most items, from the refrigerator to the welcoming cup of 
morning coffee, is likely to have travelled across continents and oceans 
before finally arriving at our doorstep.  

 Behind these elements lie a hidden part of our economy, a complicated, 
well-oiled machine that is often taken for granted because of how 
seamlessly it works – the supply chain. 

 Despite its continued resilience, participants in the supply chain constantly 
face challenging economic and business environment due to the highly 
complex and fragmented nature of the industry.  
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Prior to the COVID pandemic, supply chains were already facing increasing pressures. 
Rapid internationalization has led to constant shifts in consumer supply and demand, 
fragmentation of information, fluctuating exchange rates, integration friction amongst 
global management teams, and more.  

 
These setbacks were compounded due to the pandemic, made obvious to us due to 
noticeably longer delivery times and higher shipping rates. Other supply chain concerns 
also made mainstream headlines, ranging from the lack of semiconductors, skill and 
labor shortages, and higher grocery bills due to the hiccups in the delivery process of 
products such as infant formula and coffee. 

 
While strides have been made to make supply chains more integrated and transparent 
than before, three big issues are still apparent as we kick off 2023. 1) Rise in operating 
costs, 2) Evolving need for sustainability and ESG goals, and 3) Cybersecurity and risk 
management.

Even stakeholders in the supply chain are not immune 
to inflation. The most pressing issue for supply chain 
participants involve increasing operating costs due to 
current global market conditions.  

 
For example, a gallon of diesel in the United States has 
increased a staggering 25% compared to a year ago. 
On average, a container ship uses upwards of 2 million 
gallons of fuel per trip, amounting to over USD$9 
million in fuel costs. An increase of USD$2-3 million 
compared to the previous year. Truckers too are 
feeling the same pinch with rising fuel costs eating 
into already diminishing margins. 2021 also saw a 22% 
rise in business logistics expenses with inventory-
carrying costs jumping nearly 26%. 

 Moreover, a large corporation in the supply chain 
will involve the coordination of operations across 
thousands of suppliers and vendors working across 
multiple regions. Harvard Business Review suggests 
that an integrated health care system master will 
have a vendor list of over 6,000 organizations. 
Many organizations do not yet have the appropriate 
resources to manage and proactively track all services 
performed. 
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Sustainability and ESG

Cybersecurity

The environmental impact of supply chain activities is becoming 
more widely understood. Business as usual is simply no longer an 
option if a sustainable future is to be achieved. 

If countries around the world are to meet their emissions targets 
and commitments, it is imperative that they develop more 
sustainable supply chain practices. This issue was first made a 
priority at a G8 summit in 2009, with all governments agreeing to 
cut emissions by 80% by 2050. Since then, global NGOs (i.e., WHO, 
WTO) have continued to increase awareness surrounding the 
environmental repercussions of global trade. Suggestions include 
the tightening of carbon emission thresholds and severe penalties 
for lapse in compliance.  

At the corporate level, boards are increasingly asked to verify 
their statements in their ESG, while consumers are also holding 
companies accountable to various social and environmental 
claims (i.e., B-corps, rainforest alliance) to avoid instances of “green 
washing”. Enterprises need to implement systems to attain data 
provenance and authenticity to produce reliable and trustworthy 
insights and mitigate risks.  

Companies are targeted given the high value of shipments involved. 
These attacks can disrupt a complex supply chain overnight, with 
long term effects felt throughout global markets.  

In shipping alone, the average time it takes to identify a cyber-
attack is 140 days, giving criminals ample time to steal information 
for their advantage. In 2017, 80 logistics and transportation ports 
were struck by ransomware and shipping enterprise A.P. Moller-
Maersk lost over USD$370 million. There have been a number 
of attacks since, involving billion-dollar logistics firms such 
as Hellmann Worldwide Logistics, Swissport and Expeditors 
International, which had to shut down key computer and data 
systems. While in the UK, the Royal Mail back-office system 
suffered a major cyberattack, restricting the sending, tracking, 
and delivering all international mail and parcels.  

These attacks target sensitive information including customer 
lists, cargo content and more, crippling operations and harming 
the enterprise’s reputation. Even for a small company, 

the average cost of a data breach is USD$117,000. Such attacks 
also impact their churn and may lead to failure to meet contractual 
obligations, resulting in further losses. 
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SmartAxiom & 
ZARIOT Solutions 

2

SIMs are a 
highly secure but 
underutilized 
resource

SmartAxiom in partnership with ZARIOT have pioneered a secure end-to-end 
logistics management solution that provides an immutable and secure record 
of every step of every component in the supply chain.  

The solution consists of a multi-tenant cloud system to manage a series of 
blockchain-enabled tracking devices to safeguard your device, cloud, as well 
as data packets. The devices also act as a gateway that connect to additional 
nearby sensors via Bluetooth.  

 Blockchain enables the secure sharing of digital information and allows for the 
immutable and transparent recording of all data and transactions. Research has 
even shown that by 2027, an estimated 10% of global GDP could be associated 
with blockchain-enabled transactions in one way or another. 

With SmartAxiom’s blockchain technology, all 
data transmitted is fully encrypted and signed. 
The identity and integrity of each sensor is 
also authenticated using light blockchain 
security techniques developed for embedded 
application. This highly secure protocol is 
protected by a ZARIOT SIM as a tamper-resistant 
root of trust.  Hosting both encryption keys 
for data transmission security and blockchain 
tokens to secure the ledger. 

 Connecting sensors for data analytics will help 
optimize operations in multiple ways. Fined-
grained data will enable operators to take an 
active role by analysing real-time network 
behaviour. By feeding live information from any 
relevant network interaction to a management 
platform, stakeholders can act in real-time to 
any potential abnormalities found in any system 
process  across the globe. Pre-established rules 
and triggers run in real-time and can even be 
implemented where processes can be shut down 
remotely or automatically for quick resolution 
if even the smallest deviations occur. Always 
knowing where and what condition inventory is 
in empowers stakeholders to fully understand 
and address pain points, further strengthening 
and streamlining the supply chain.

SIMs are a highly secure 
but underutilized 
resource. It retains 
important features 
and characteristics 
of a Trusted Platform 
Module (TPM). SIMs 
are designed to 
provide hardware-
based, security-related 
functions, making them 
tamper-resistant to 
malicious software. 
This makes it hugely 
valuable when creating 
a hardware anchor for 
IoT system security. 
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More Than Just Security 3

SmartAxiom’s Smart Contracts and 
enterprise APIs will integrate with end 
user’s Bill-of-Lading or 3PL systems 
to reduce friction and cost of human 
error in the complex paperwork 
process. To facilitate a single shipment, 
a corpus of documents ranging from 
customs declarations to bills of lading 
and more, must be provided. Streamlining 
this process is guaranteed to reduce 
costly errors and delays, cutting down 
on operating expenses. Multiple parties 
such as importers, exporters, customs 
agencies, tax offices and third party 
logistics companies can share data 
securely and transparently. 

 
Enriched data is also highly beneficial 
in equipment maintenance process. 
Operators and contractors in the supply 
chain can assess when maintenance is 
required, or even plan for preventative 
maintenance. Data on the blockchain 
can also be captured and fed into the 
latest machine learning and artificial 
intelligence platforms to process a 
vast amount of data for insights and 
improvements. This prevents costly 
equipment malfunctions that cause further 
disruptions, or even prevents equipment 
failure where costs of purchasing new 
equipment can be inhibitive. This also 
leads to improvement in workers’ safety 
by reducing unnecessary worker on-site 
deployments. In 2021 a worker died every 
101 minutes from a work-related injury in 
the United States alone. 

SmartAxiom devices are also capable 
of monitoring precise location and 
environmental conditions in real time. Even 
in remote locations, ZARIOT’s multi-profile 
global cellular connectivity with seamless 
automatic switching ensures devices always 
have access to best-performing connectivity 
for continuous data transmission.   

 
The identity of sensors in the network are 
uniquely managed down to the edge device 
as they collect supplementary environmental 
data on consignment temperature, humidity, 
motion (I.e., shock), and light. The management 
platform ensures reliable feedback, set to 
alert upon deviations or compromise of any 
of these parameters. Ensuring the quality 
at delivery is as departure, protecting both 
parties. This also enables the industry to 
progress from managing millions of users, to 
managing billions of devices both on and off 
the network. 

 
These features are especially important for 
shipments that are time and data sensitive 
such as the cold chain (I.e. pharmaceuticals). 
Such shipments make up 10-15% of the total 
global shipping market and are especially 
important in times of crisis like coordinating 
vaccine shipments during COVID pandemic.
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Case study: Coffee -  
More precious than gold 

4

The coffee industry is worth over USD$100 billion a year and is more in 
demand than other necessities including natural gas, corn, sugar and even 
gold. Worldwide, over 500 billion cups of coffee are consumed everyday. 
The industry is expected to continue to exhibit strong growth over the next 
decade with a CAGR of 5.5%. 

Unbeknown to many, behind each cup of freshly brewed coffee lies a highly 
integrated yet complex global supply chain with multifaceted logistics 
processes to support it. The journey from bean to cup involves several key 
stages – growing, harvesting, blending, and roasting. But the supply chain is 
further extended by numerous intermediaries, including exporters, transport 
companies, retailers, resellers and more. 

Let us explore how the benefits of SmartAxiom and ZARIOT’s blockchain 
enabled solutions can be achieved in the real world today, using an industry 
example we are all familiar with – coffee.   
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When ripe, coffee cherries are often manually picked. This is 
extremely labor intensive with farmers averaging 12-hour days, 
picking between 45-100 kilograms of coffee cherries which will 
result in 9-18 kilograms of beans. A 2019 report by Fairtrade 
International states that small coffee producers receive less 
than  USD$2 per kilo for their beans, with a significant number 
of farmers unable to earn a living income.  

With SmartAxiom and ZARIOT’s blockchain enabled solution, 
there is an immutable record that exists from point of origin, 
throughout the entire journey. Detailed information including 
the exact farmer who picked the harvest, amount harvested, 
and payment received can be made available instantly. This 
transparency makes it easier to understand the value of coffee 
throughout the supply chain and hold suppliers accountable 
for their obligations.  

Storm in a coffee cup 
Over the last decade, the coffee industry has undergone some scrutiny. Stakeholders have 
become increasingly aware of the environmental impact and inequalities in the supply chain. 
With a ‘coffee boom’ in consuming nations, coexisting with a ‘coffee crisis’ in producing 
countries that cultivate over 90% of the crop. 

On average, coffee farmers only receive 10% of the retail price of coffee and lacking unions or 
representation, they have no control over the industries which create these conditions. The 
coffee industry also has a sizable carbon footprint. New techniques to yield higher coffee 
harvests has also resulted in deforestation and destruction of habitats for local wildlife. 

This has motivated more industry stakeholders to take accountability by balancing their 
bottom line, with the green line. A sustainable coffee industry therefore extends from 
sustainable cultivation, regulated working hours and fair purchases, to greener distribution 
channels.  

But what where does blockchain technology factor in? 

Read on to find out how SmartAxiom and ZARIOT solutions opens up numerous avenues 
to positively impact the ecosystem, all the way down to the lives of coffee farmers. 

Once harvested, the coffee cherries are immediately transported to the local processing 
plant. Along the way, SmartAxiom’s sensors can give valuable insights including cargo 
location, temperature, humidity, and motion for real-time updates on any incidences. This 
data can be used to offset the industry’s sizable carbon footprint as part of a consolidated 
ESG commitment, from the very first step. 

Harvesting
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Depending on location and local resources, coffee is processed 

either by the ‘dry’ method where the cherries are sun dried 

directly, or ‘ wet’ method, separating the skin and pulp from the 

bean before drying.  

Every detail in the process can be observed and recorded with 

absolute reliability including insights on environmental factors 

and resources used such as the water footprint. A standard cup 

of coffee requires over 140 liters of water to produce. 

In fact, once executives at Nestlé realised how much water was 

wasted during processing, they cut back the ratio of litres of 

water to kilogram of coffee from 60-1, to 3-1. Now imagine the 

significant environmental and social strides that could be made 

if more stakeholders had access to this information. 

At the processing plant, the dried coffee beans are first polished 

and graded according to size and weight to allow the blending 

and packaging of different batches to create the perfect roast. 

SmartAxiom can systematically document this step to ensure 

accurate labeling of shipment quality. This prevents fraudulent 

activity as almost 10% of producers knowingly mislabel their 

beans, passing off cheaper beans as pricier varieties. 

The packaged beans are now ready for their international 

travels, often by sea freight. But international shipping involves 

completing a host of paperwork from tax, customs, compliance, 

and additional regulations.

Our solution allows multiple parties including exporters, 

importers, customs agencies, tax offices and logistics companies 

to share data securely and transparently to remove unecessary 

friction. The devices also continue tracking and monitoring the 

cargo to gurantee quality at delivery is as departure.

Processing 

Export 
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Roasting produces the flavor and aroma of the coffee and is 
generally performed in the destination countries. It is a complex 
and skilled procedure that requires close supervision for quality 
assurance.  

By feeding live information from the devices to a management 
platform, roasters can act in real-time to any potential 
abnormalities. Roasting is also an energy intense process with 
roasting machines running at 290C/550F. This energy usage 
here can be combined with other insights from the blockchain 
for producers to further offset their carbon footprint. Roasters 
can even digitize tacit knowledge to establish consistency 
between batches and protect trade know-how. 

After roasting and breading, the beans can also be followed during 
distribution. This data can even be encapsulated in QR codes 
on packages and made available to consumers worldwide. By 
snapping the QR code, the blockchain technology could provide 
instant information about the seed-to-cup journey, including the 
working conditions of the farmers that processed them.

What this brief journey demonstrates is how blockchain 
technology opens up numerous avenues for optimization without 
causing further harm to the fragile coffee ecosystem. Our solutions 
empower stakeholders across the coffee supply chain to act on 
the inequalities and sustainability issues and take the necessary 
steps towards creating long-lasting, positive change.

Roasting

En route to your door 

The global supply chain is a multi-faceted 
field with thousands of operations unfolding 
simultaneously. What this coffee journey 
demonstrates is how blockchain technology 
opens up avenues for optimization without 
causing further harm to the ecosystem. 

A major part of balancing performance 
requirements also requires enterprises to 
meet long-term sustainability and ESG goals.  

With ZARIOT and SmartAxiom solutions, 

stakeholders can shine a “green light” on 

every component of the supply chain. 

This gives them a precise picture of how 

resources such as fuel and water are used in 

order to successfully integrate ESG initiatives 

at scale. The immutable record also gives 

audit tractability to any ESG data to ensure 

the accuracy of ESG-related disclosures.  

Reflections 



SMART AXIOM & ZARIOT
11

www.zariot.com www.smartaxiom.com

While maximizing value, enterprises also 
need to be aware of the evolving security 
landscape as the system becomes more 
accessible to outside entities. The nature 
of the industry requires multiple parties 
to interact and exchange critical data 
daily. Vulnerabilities can result in attacks 
and leaks, leading to lost revenue and 
harming the enterprises’ reputation. A 
secure end-to-end solution should be a 
key component of any digital strategy with 
the goal of protecting devices, data, and 
networks from unauthorized access. 

ZARIOT and SmartAxiom solutions are 
infinitely scalable and customizable to suit 
your needs, no matter which stage your 
IoT project is in. To further keep operating 
costs in check, solutions can be retrofitted 
to pre-existing solutions and devices. The 
ability to respond in real time to remote 
events will transform how business is 
conducted with no end to economic 
improvements by allowing companies to 
focus their resource on customer benefits. 

 
There is no doubt that in the future, industries 
will continue to evolve towards connected 
digital models to improve resource 
management and make operations greener. 
Connect with one of our industry experts 
today and let us help you find an optimal 
solution for your current needs.
Read on to find out how SmartAxiom and 
ZARIOT solutions opens up numerous 
avenues to positively impact the ecosystem, 
all the way down to the lives of coffee 
farmers. 


