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IoT has transformed significantly over the past five years. And while delivering exceptional 
cybersecurity remains fundamental to any successful IoT deployment, we’ve come to recognize 
an essential truth: our vision matters only when it empowers yours. 

True value in IoT begins with connectivity—reliable, flexible, and designed around the needs of 
your solution.

IoT connectivity is unique. From pricing models and global coverage, to device management 
and security requirements, IoT demands flexibility, deep expertise, and a genuine commitment 
to your objectives.

This brochure showcases our technical capabilities, commercial flexibility, support structure, 
management platform, and a range of value‑added services. Equally important, however, is the   
mindset that drives our work. We prioritize listening, understanding, advising, and evolving—
ensuring every decision serves the success of your project.

Our roots within a leading telecom solutions group give us a distinct advantage: we operate 
within our own network, enabling unmatched control and agility. This allows us to deliver 
connectivity that adapts to your business—not the other way around.

If technology were limitless, what would connectivity unlock for you?

Challenge us to prove the difference. Let us bring tangible value to your IoT initiatives and show 

you a new approach to delivering connectivity that truly works.

JUSTIN ALCORN I 
COO, ZARIOT



Fig 1. ZARIOT connects what matters
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Established in 2020 and headquartered 
in Dublin, ZARIOT is an award-winning 
cellular IoT connectivity provider and 
industry trailblazer. 

We leverage our technical depth, 
commercial agility, and operational 
flexibility to deliver cost‑effective, global 
cellular connectivity that seamlessly 
integrates with your broader IoT 
ecosystem—driving measurable value 
and meaningful outcomes.

Across a wide range of industries, we 
empower organisations to future‑proof 
their technologies, maintain compliance 
with evolving regulatory requirements, 
and confidently scale their IoT 
strategies for long‑term success.

ZARIOT is dedicated to working in 
partnership with you and your 
stakeholder network to deliver on your 
IoT vision.

OUR AIMS

To engage deeply in order to design 

the most appropriate connectivity 

strategy, enhancing and adding 

measurable value 

To continually innovate by 
harnessing our in‑house technical 
expertise and partner ecosystem, 
delivering capabilities that translate 
into real‑world advantages

To promote and make accessible 
the full breadth of telecoms grade 
technologies, ensuring robust 
security while simplifying regulatory 
compliance

Make the telecoms network an 
integral, cohesive part of an IoT 
solution's end-to-end design

ABOUT ZARIOT
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2026 CELLULAR IOT HEADLINES

AIoT

The convergence of AI and connected devices (AIoT) is transforming how data is gathered
and analysed. With intelligence embedded at the edge, devices can process information 
locally, reducing latency, optimising bandwidth, and enabling genuine real‑time 
decision‑making. Simultaneously, generative AI is powering simulations, digital twins, and 
advanced modelling that drives greater efficiency.

At ZARIOT, our Agentic Network Assistant greatly improves resolution times and response 
accuracy. Through Model Context Protocol (MCP) integration, our portal provides AI agents 
with secure access to connectivity resources, so you can fully leverage AI within your IoT
environment. Our collaboration with Atsign's AI architect also strengthens orchestration and 
bolsters the security of AI‑enabled systems.

EU

The GSMA SGP.32 standard extends the flexibility of consumer travel eSIM (SGP.22) into the 
IoT domain. SGP.22 relies on user‑initiated activation (i.e. QR code) to update connectivity 
profiles on devices. SGP.32 enables the same capability for headless devices where the 
profile update is triggered by the core network, supported by a lightweight applet on the 
SIM or device that periodically checks for a profile or carrier change.

ZARIOT fully supports both SGP.22 and SGP.32 to enable seamless, carrier‑agnostic 
connectivity across diverse IoT deployments. For early SGP.32 implementations, we provide 
a high‑touch onboarding experience to ensure smooth integration and performance. We 
also developed custom SIM applets that streamline essential operations, including APN 
updates and profile transitions, as well as advancing our infrastructure toward post‑quantum 
security readiness, for regulatory requirements expected by 2030.

The core requirements of the Cyber Resilience Act (CRA) came into effect in December 
2026, as one of the most comprehensive cybersecurity regulations to date. The CRA 
covers all digital products and components, mandating secure‑by‑design practices, timely 
security updates, vulnerability reporting, and continuous lifecycle oversight. Compliance 
will be actively monitored, with significant penalties or product recalls for non‑conformity.

ZARIOT offers a suite of security capabilities to support your compliance journey, 
complemented by expert‑led webinars. Through our partnership with SevenShift, you also 
gain access to streamlined testing resources to quickly and effectively validate your 
device’s adherence to CRA requirements.

The Cyber Resilience Act (CRA)

GSMA SGP.32 

o 
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At ZARIOT, we believe the flexibility in 
devices and applications, must be extended 
to the network for a cohesive IoT solution.

Across different technologies, elements that 
occupy the central position are used to 
smooth integration and remove friction. 

Yet, cellular connectivity remains largely 
opaque and inflexible despite being the vital 
link in IoT's DNA.

DNA OF CELLULAR IOT

Device (D) Network (N) Application (A)

Broad design & 
implementation

flexibility

Broad design & 
implementation

flexibility

Opaque element with 
formulated, constricted 

functionality

Fig 2. The DNA of IoT

In order to make it more adaptable, 
interactive, and collaborative, the network 
must be more accessible and transparent. 

This allows IoT implementers to gain an 
understanding and utilize all the tools 
available within telecoms.

They are then able to craft an ideal IoT 
connectivity solution, actively supporting 
their current and evolving goals.

Commercial Flexibility
Competitively priced global 
coverage designed for IoT 
instead of traditional telecom

End-to-end data encryption
SIM‑based Root‑of‑Trust 
security, backed by telecom 
grade physical protection.

Ecosystem approach
Value enhancing tools & value-
added services from reliable 
ecosystem partners

Full network security 
Award-winning telecom network 
protection against DoS, location 

tracking, SIM fraud, and more 

Device lifecycle management 
Adaptable device management 
from SGP.22/32 and a fully API 
& MCP enabled IoT portal

 

SIM Hosted Features
Multiple SIM applets use free 
compute resources to deliver 

security & functional features 
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IoT must be driven by the business case to achieve its goals, instead being limited by 
technology or hindering the final objective. "If you only have a hammer, everything looks like 
a nail." What we provide is a toolkit to make connectivity an integral part of the overall IoT 
design. JIMMY JONES  I Head of Security, ZARIOT   

Our partnership with Kigen and in-house SIM expertise allows us to deploy our own, and 
partner features, directly on a non-volatile area of the SIM (ISD-A), allowing you to unlock 
the full processing power of the SIM.

All ZARIOT SIMs are manufactured in certified facilities which are part of the GSMA 
Security Accreditation Scheme for UICC Production (SAS-UP). Our RSP is also verified as 
compliant with the GSMA Security Accreditation Scheme for Subscription Management 
(SAS-SM), ensuring supply chain security and supporting your device certification process.  

ZARIOT also benefits from network solutions by our sister company, making us effectively 
a vendor in our own network and giving us unparalled technical flexbility. This allows for 
the incorporation of features, detailed analytics and agile development. 

Coupled with our in-house developed portal, we can extend and deliver functionality to 
provide tangible benefits to your solution. 

  

SIM INNOVATION
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ECASD: eUICC Controlling 
Authority Security Domain

ISD-R: Issuer Security 
Domain Root

ISD-P: Issuer Security 
Domain Profile

ISD-A: Issuer Security 
Domain Application

JCAPI: Java Card API

JCRE: Java Card Runtime 
Environment

JCVM: Java Card Virtual 
Machine

MNO-SD: Mobile Network 
Operator Security Domain

NAA: Network Access 
Application

PP: Protection Profile

ST: Security Target

SIC: Secure Integrated 
Circuit

Fig 3. Anatomy of a SIM
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We want to enable stakeholders to effortlessly craft the ideal IoT solution for their 
current and evolving needs, and do so cost-efficiently so they continue to stay 
competitive in a rapidly changing landscape.

As IoT and their interdependent elements become more diverse, collaborations are vital to 
bring new and innovative use cases to market.

In addition to in-house development capabilities and integration expertise ZARIOT is 
committed and active in bringing together a group of industry experts to create a 
comprehensive ecosystem.

Together, we seek to bring the modularity and effortless a customizability currently seen in 
cloud environments, into the world of telecoms. This gives OEMs, IoT solutions owners, and 
systems integrators a better opportunity to see and understand the opportunities and 
versatility available to them.

ECOSYSTEM APPROACH

Fig 4. ZARIOT partner ecosystem

E2E encryption, zero-
trust secure 
provisioning, 

onboarding & device 
life-cycle management. 

E2E Parented open-
source software for 
E2E encryption & 

easy device 
management. 

SIM applet partner 
working together 

with ZARIOT's 
development team 

for smarter 

telecoms. 

Maps coverage & 
mobile signal 

strength anywhere 
across the EU & 

NA. 

Patented post-
quantum 

authentication and 
key exchange 
technologies. 

Creating & 
delivering systes to 

make mobile 
networks more 

secure & intelligent. 

The SIM provides 
your devices metrics 
to reduce expensive 

site visits.

Binary code 
inspection secures 
devices & creates 

an SBoM, 
monitoring & 

alerting of new 
treats. 

Driving IoT & digital 
transformation with 

data-driven 
strategies & 
innovative 

technology. 

Full blockchain 
platform designed & 
built to fully support 

IoT solutions.

IoT device security 
testing via Bunkai

platform for 
protection & fast 

certification.

Multiple device 
solutions, from 

remote admin & 
troubleshooting to 

QoS, security & 
more.



VALUE ENHANCING FEATURES

Remote device controls Post Quantum Security

Remotely diagnose, troubleshoot 
& restart devices with device 
independent access.

Patented post-quantum 
authentication and key 
exchange.

Gather device data remotely as if 
you had boots-on-the-ground to 
reduce roll-outs.

Remote QoS visibility

Onboard & manage your 
cellular IoT estate securely & 
efficiently, even at scale.

Simplified secure administration

Local carrier selection

Let us maximize connectivity, 
or use our data insights to 
control your own IoT access.

End-to-end data encryption

Protect information & privacy of 
all transmitted data, & adhere to 
global cybersecurity regulations.

Tamper-proof data storageBlockchain attestation integration

The SIM protects all data in the 
trillion-dollar telecoms industry, 
it can protect your IoT too.

Ensure your blockchain ledger is 
populated with trusted data using 
tokenized attestation.

Protect & certify your device 
using remote comprehensive IoT 
security testing.

Security certification testing IMSI Catcher Protection

Patented anti-IMSI catcher to
secure your IoT from growing 
threat of false cellular signals.

Fully independent, crowd-
sourced, real-world data on EU 
& US cellular access.

Global cellular signal & network analysisData encryption & cloud integration

Simply, efficiently and securely 

onboard & administer your device 

from your cloud.

Challenge ZARIOT & our partners 
to resolve challenges, & enhance
your IoT solution.

Bespoke applet & solution 
development

Analyze & understand your full 
Softeware Bill of Material to 
monitor & secure your devices.

Device code inspection & security 
monitoring

© 2026 ZARIOT Corporate Brochure



ZARIOT is redefining IoT pricing with hyperscaler‑style flexibility, aligning commercial 
models with modern connectivity needs and accelerating IoT adoption.

JUSTIN ALCORN I CCO, ZARIOT   

Fig 6. ZARIOT commercial terms

IoT connectivity is different to traditional telecoms. The deployments and use cases are 
hugely diverse and so require a different commercial model. To realize IoT’s potential you 
cannot be handcuffed to traditional mobile phone bundles.

ZARIOT flexible approach supports your IoT based on your deployment and the 
functionality needs. The economic pressures are understood and we will work with you 
and our partners to create a commercial package to drive your success.

Talk to ZARIOT today and experience a different approach. Discover the real value of 
connectivity when it's built around your challenges and allow us to deliver it.

OPTIMIZED PRICING TO SUPPORT IOT

Estate based contracts
IoT By considering the whole IoT 
deployment data rates & connectivity 
can be optimized for cost effectiveness.

Regional & Solution Profiling
ZARIOT tailors our SIM software to access 
the most cost efficient and robust 
coverage to best support your IoT.

Free customizable portal
Our portal is supported by an open 
API for fuss-free integration and 
enhancements of your own applications.

No lock-ins
No contract lock-ins for ease of mind 
as you tailor your connectivity solution 
to your evolving IoT goals.

Pooled data across all devices for 
your estate

Traditional

Flexible connectivity contracts designed 

around your unique IoT project

© 2026 ZARIOT Corporate Brochure



Fig 7. Source: Kaleido Intelligence

Important Factors for Connectivity: What are your top 5 factors that are most 
important where IoT connectivity is concerned?

Beyond delivering comprehensive, cost‑effective cellular coverage, ZARIOT is committed 
to creating maningingful value to IoT solutions.

By collaborating with recognised industry experts, we not only stay ahead of market 
expectations (Fig 7) but consistently exceed them—developing solutions that address the 
real challenges and priorities shaping today’s IoT landscape.

That said, no two IoT deployments are the same. Each comes with its own requirements, 
constraints, and nuances. At the same time, the IoT ecosystem continues to evolve rapidly, 
with new ideas and technologies constantly becoming reality.

With this in mind, ZARIOT welcomes conversations around ideas or projects that may fall 
outside the conventional. Whether it’s a minor adjustment, an additional portal feature, or 
the development of entirely new SIM or network‑level functionality, we’re open to 
exploring what’s possible.

Reach out. We’ll listen. We’re just as driven to innovate as you are.

End-to-end Security 

Billing flexibility 

Support for multiple radio 
technologies (cellular, Wi-
Fi, LoRaWAN, Satellite etc.)

Robust coverage for multi-
country/multi-region 
deployments

Ensuring consistent Quality-
of-Service (latency, 
bandwidth or uptime) levels

Total cost of ownership

WHAT THE MARKET SAYS

54%

57%

43%

53%

Ensuring a multi-national 
solution is sage from 
regulatory or commercial 
restrictions

40%

36%

Regulatory compliance 
(e.g. data privacy) 33%

34%

Ease of integration into 
existing products & 
processes 43%

32%

Reporting tools

30%

41%

46%

30%

30%

28%

41%

53%

44%

33%
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The IPA on the device periodically checks in with one or more eIMs to retrieve pending 
instructions—such as downloading, activating, disabling, or deleting a profile. When a 
new profile is available, the device pulls it from the SM‑DP+ and switches connectivity 
once activated, all without any physical intervention.

The live demo clearly demonstrated SGP.32’s readiness for real‑world deployment, 
highlighting its simplicity and practical value. To help new adopters gain the same 
confidence and hands‑on experience, ZARIOT has launched the SGP.32 Ready for Market 
Program, providing access to SIM hardware, a full management platform, and expert 
technical guidance for testing, PoCs, and rollout. 

If you would like to take advantage of this free program reach out via our website or 
contact us by email sales@zariot.com to get started today.

SGP.32 and SGP.22 are foundational to the future of IoT connectivity. Both standards give 
enterprises greater control and the ability to choose—or switch—connectivity providers, 
making them essential for future‑proofing new IoT deployments. This is why ZARIOT is fully 
invested in supporting both.

SGP.22 is already mature, but SGP.32 adoption is lagging despite the final specification 
being released in June 2024. That gap is becoming a real industry challenge, recently 
underscored by IoT Stars, who demonstrated SGP.32 in action and provided a clear 
explanation of its capabilities.

Consumer eSIM adoption shows how seamless digital provisioning can be; the latest US 
iPhones don’t even include a physical SIM slot. For people, downloading a profile via QR 
code is effortless.

IoT devices, however, operate under very different constraints. They are often headless, 
resource‑limited, deployed in massive volumes, and managed remotely. The 
consumer‑focused SGP.22 model simply couldn’t meet these needs—leading to the 
creation of SGP.32, built around a redesigned architecture with three core elements:

SGP.32 READY FOR MARKET PROGRAM

© 2026 ZARIOT Corporate Brochure

Fig 8. IoT StarsThe Device: Running the IPA (IoT Profile Assistant) 
which resides inside the SIM (IPAe), or inside the 
device (IPAd).

The Orchestrator: The eIM (eSIM IoT Remote 
Manager), a cloud component which directly 
communicates with the IPAs.

The SIM database: The SM-DP+ (Subscription 
Manager Data Preparation Plus), the server where 
the actual SIM profiles live.

Host Device

eUICC

eSIM

SM-DP+ MNO

eSIM



CONNECT WITH US  

sales@zariot.com

www.zariot.com

www.linkedin.com/company/zariot1

www.x.com/zariot1

Head Office
7 Bachelors Walk
Dublin 1, Ireland


